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Overview

Emzano API provides secure services for electronic signature and identity verification (KYC). All
API requests must be authenticated using an APl Key provided manually by Emzano.

Base URL:

Authentication Header:

Content-Type:

° for JSON payloads
° for file uploads



KYC APlIs

1. Start KYC Enrollment

POST /api/v1/external/kyc/enroll

Enrolls a new user for KYC process.

Request Body
{

"PhoneNumber": "string",

"NationalCode": "string"

}

Response

"IsSuccess": bool,

"Message": "string",

"Code": "string",

"Data": {
"UserId": "string",
"IsInfoInquiryCompleted"”: bool,
"IsFaceRecognitionCompleted": bool,
"IsSignatureUploaded": bool

Sample cURL

curl -X POST https://api.emzano.com/api/vl/external/kyc/enroll \
-H "Authorization: YOUR_API KEY" \

-H "Content-Type: application/json" \
-d '{"PhoneNumber":"09120000000", "NationalCode":"1234567890"}"




2. Personal Information Inquiry

POST /api/v1/external/kyc/{UserId}/info-inquiry

Retrieve user's civil registration information.

Request Body

{
"birthDate": "string",

"SerialNumber": "string"

}

Response

"IsSuccess": bool,

"Message": "string",

"Code": "string",

"Data": {
"Name": "string",
"Family": "string",
"Gender": bool,
"FatherName": "string",
"CertificateNumber": "string",
"CertificateSeries": "string",
"CertificateSerial": "string"

Sample cURL

curl -X POST
https://api.emzano.com/api/vl/external/kyc/{UserId}/info-inquiry \
-H "Authorization: YOUR_API KEY" \

-H "Content-Type: application/json" \
-d '{"birthDate":"1370-01-01","SerialNumber":"12345"}"




3. Get Random Text

GET /api/v1/external/kyc/random-text

Provides random text for user video verification.

Response

"IsSuccess": bool,
"Message": "string",
"Code": "string",

"Data": {
"RandomText": "string"
}
}

Sample cURL

curl -X GET https://api.emzano.com/api/vl/external/kyc/random-text \

-H "Authorization: YOUR_API_ KEY"




4. Submit Face Recognition Video

POST /api/v1/external/kyc/{UserId}/face-recognition
Uploads video for liveness and ID verification.

Request Body (multipart/form-data)

e randomText: string
e file: video file (MP4 preferred)

Response

{

"IsSuccess": bool,
"Message": "string",
"Code": "string"

Sample cURL

curl -X POST
https://api.emzano.com/api/vl/external/kyc/{UserId}/face-recognition \
-H "Authorization: YOUR_API_KEY" \

-F "RandomText=ProvidedRandomText" \
-F "file=@/path/to/video.mp4"




5. Upload Signature Image (optional)

POST /api/v1/external/kyc/{UserId}/upload-signature
Uploads the user's handwritten signature image.

Request Body (multipart/form-data)

e TImage: image file (PNG/JPG)

Response

{

"IsSuccess": bool,
"Message": "string",

"Code": "string"

}

Sample cURL

curl -X POST
https://api.emzano.com/api/vl/external/kyc/{UserId}/upload-signature \

-H "Authorization: YOUR_API KEY" \
-F "Image=@/path/to/signature.png"




DSS APIs

1. PDF Digest

POST /api/v1/external/dss/digest

Generates digest of a PDF file for signing.

Request Body (multipart/form-data)
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Response

{

FormFile: PDF file
SignerCertificate: string
UserId: string

SignField.X: decimal
SignField.Y: decimal
SignField.Width: decimal
SignField.Height: decimal
SignField.Page: integer
SignField.PageWidth: decimal
SignField.PageHeight: decimal

"IsSuccess": bool,
"Message": "string",
"Code": "string",
"Data": {
“Digest": "string"
}
}

Sample cURL

curl -X POST https://api.emzano.com/api/vl/external/dss/digest \
-H "Authorization: YOUR_API KEY" \

-F "FormFile=@/path/to/file.pdf" \
-F "SignerCertificate=Base64EncodedCertificate"







2. PDF Sign

POST /api/v1/external/dss/put-sign

Puts the signed digest.

Request Body (multipart/form-data)

FormFile: PDF file
SignerCertificate: string
UserId: string

SignedDigest: string
SignField.X: decimal
SignField.Y: decimal
SignField.Width: decimal
SignField.Height: decimal
SignField.Page: integer
SignField.PageWidth: decimal
SignField.PageHeight: decimal

Response 200

Response

{

"IsSuccess": bool,
"Message": "string",
"Code": "string"

Sample cURL

-X POST https://api.emzano.com/api/vl/external/dss/put-sign \
"Authorization: YOUR_API KEY" \
"FormFile=@/path/to/file.pdf" \

"SignerCertificate=Base64EncodedCertificate” \
"UserId=UserId" \
"SignedDigest=SignedDigestString"







Mobile external Token Service

1. Get User Token

POST /api/v1/external/user/{UserId}/token

Generates Access and Refresh Token for mobile external usage.

Response

{

"AccessToken": "string",
"RefreshToken": "string",
"ExpiresIn": int //epoch time

}

Sample cURL

curl -X POST https://api.emzano.com/api/vl/external/user/{UserId}/token \

-H "Authorization: YOUR_API KEY"

Notes

e Always replace {UserId} with the actual ID.
e File uploads require multipart/form-data.
e All fields are mandatory unless stated otherwise.



Appendix 1 (Errors):

Http Status Code: 500

Sample Error Response Body:

"code": 2022,

"message": "<l oad oala Sd \3“53 U5 Cawlgd gl "

}
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